
Privacy Policy 
 
Preamble 
With the following Privacy Policy, we would like to inform you about the types of 
personal data (hereinafter also referred to as “data”) we process, for what purposes, 
and to what extent. This Privacy Policy applies to all processing of personal data 
carried out by us, both in the provision of our services and, in particular, on our 
websites, in mobile applications, and within external online presences such as our 
social media profiles (hereinafter collectively referred to as the “Online Offer”). 
The terms used are gender-neutral. 
Last updated: 19 December 2025 

 
Controller 
Histamine Research Society Europe (HRSE) e.V. 
c/o Prof. Dr. Detlef Neumann 
Hannover Medical School 
Carl-Neuberg-Str. 1 
D-30625 Hannover 
Germany 
Authorized representatives: 
Prof. Dr. Dr. Holger Stark (Heinrich Heine University Düsseldorf) 
Email: info@histamine-europe.eu 

 
Overview of Processing Activities 

The following overview summarizes the types of data processed and the purposes of 
their processing and refers to the data subjects concerned. 
Types of Data Processed 

 Master data 
 Payment data 
 Contact data 
 Content data 
 Contract data 
 Usage data 
 Metadata, communication data and procedural data 
 Log data 
 Membership data 

Categories of Data Subjects 
 Service recipients and clients 
 Prospective customers 
 Communication partners 
 Users 
 Members 
 Business and contractual partners 
 Educational and course participants 
 Donors 
 Third parties 

Purposes of Processing 
 Provision of contractual services and fulfillment of contractual obligations 
 Communication 
 Security measures 



 Direct marketing 
 Office and organizational procedures 
 Organizational and administrative procedures 
 Feedback 
 Marketing 
 Provision and user-friendliness of our online offer 
 IT infrastructure 
 Fundraising 
 Public relations and information purposes 
 Sales promotion 
 Business processes and commercial procedures 

 
Legal Bases (GDPR) 

We process personal data on the basis of the following legal grounds under the 
GDPR: 

 Consent (Art. 6(1)(a) GDPR) 
 Performance of a contract and pre-contractual inquiries (Art. 6(1)(b) 

GDPR) 
 Legal obligation (Art. 6(1)(c) GDPR) 
 Legitimate interests (Art. 6(1)(f) GDPR) 
 Membership contract (statutes) (Art. 6(1)(b) GDPR) 

In addition, national data protection regulations apply in Germany, particularly the 
Federal Data Protection Act (BDSG). 

 
Security Measures 

We implement appropriate technical and organizational measures in accordance with 
legal requirements, taking into account the state of the art, implementation costs, and 
the nature, scope, context, and purposes of processing. 
These measures include safeguarding the confidentiality, integrity, and availability of 
data by controlling physical and electronic access, data input, disclosure, availability, 
and separation. 
We also consider data protection by design and by default when developing or 
selecting hardware, software, and procedures. 
TLS/SSL Encryption (HTTPS) 
To protect user data transmitted via our online services, we use TLS/SSL encryption 
technology. HTTPS indicates encrypted data transmission. 

 
Transfer of Personal Data 
Personal data may be transferred to service providers (e.g., IT service providers, 
integrated website services). In such cases, we comply with legal requirements and 
conclude appropriate data processing agreements. 
Internal data transfers within our organization occur only where necessary for 
administrative or contractual purposes. 

 
International Data Transfers 
If data is transferred outside the EU/EEA: 

 For transfers to the USA, we rely primarily on the EU–US Data Privacy 
Framework (DPF) (Adequacy Decision of 10 July 2023). 

 Additionally, we conclude Standard Contractual Clauses (SCCs). 



Information on certified companies is available at: 
https://www.dataprivacyframework.gov/ 
For other third countries, appropriate safeguards such as SCCs or explicit consent 
apply. 

 
General Information on Storage and Deletion 
We delete personal data in accordance with legal requirements once consent is 
withdrawn or legal bases cease to apply, unless statutory retention obligations 
require longer storage. 
Statutory Retention Periods (Germany) 

 10 years: accounting records, annual financial statements (§147 AO, §14b 

UStG, §257 HGB) 
 8 years: booking documents (e.g., invoices) 
 6 years: commercial correspondence and tax-relevant documents 
 3 years: limitation period for warranty and damage claims (§§195, 199 BGB) 

Retention periods generally begin at the end of the calendar year in which the 
triggering event occurred. 

 
Rights of Data Subjects (Art. 15–21 GDPR) 

You have the right to: 
 Object to processing 
 Withdraw consent at any time 
 Access your data 
 Rectification 
 Erasure 
 Restriction of processing 
 Data portability 
 Lodge a complaint with a supervisory authority 

 
Processing Based on Statutory Tasks and Membership 
We process data of members, supporters, partners, donors, and other persons 
where necessary for: 

 Membership administration 
 Contribution management 
 Event organization 
 Public relations 
 Fundraising 

Data processed may include master data, contact data, membership data, payment 
data, and content data. 
Legal bases: 

 Art. 6(1)(b) GDPR (membership contract) 
 Art. 6(1)(f) GDPR (legitimate interests) 
 Art. 6(1)(c) GDPR (legal obligation) 

 
Business Services 
We process data of contractual partners to: 

 Fulfill contractual obligations 
 Provide services 
 Maintain communication 
 Protect legitimate business interests 

https://www.dataprivacyframework.gov/


Data is deleted after statutory warranty periods (generally four years), unless 
statutory retention obligations apply (e.g., ten years for tax purposes). 

 
Educational and Event Services 
We process participant data to provide educational services and events. 
Special categories of data (e.g., health data) are processed only with explicit consent 
or where legally required. 
Legal basis: Art. 6(1)(b) GDPR. 

 
Provision of Online Services & Web Hosting 
We process IP addresses and usage data to provide our website. 
Data processed: 

 Usage data 
 Metadata and log data 
 Content data 

Legal basis: Art. 6(1)(f) GDPR. 
Hosting Provider: 

STRATO AG, Berlin, Germany 
https://www.strato.de 
Log files are stored for a maximum of 30 days. 

 
Cookies 
Cookies are used in compliance with legal requirements. 

 Consent is obtained where necessary. 
 Otherwise, processing is based on legitimate interests. 

Cookie types: 
 Session cookies 
 Persistent cookies (up to two years) 

Consent can be withdrawn at any time. 

 
Contact Management 

We process contact data when you contact us (e.g., email, phone, contact form). 
Legal basis: 

 Art. 6(1)(b) GDPR 
 Art. 6(1)(f) GDPR 

 
Marketing Communication 

Personal data may be processed for advertising via email, phone, mail, or fax. 
 Consent may be withdrawn at any time. 
 Objection is possible free of charge. 
 Proof of withdrawal may be stored for up to three years. 

Legal basis: 
 Consent (Art. 6(1)(a)) 
 Legitimate interests (Art. 6(1)(f)) 

 
Social Media Presence 

We maintain social media profiles. 
Data may be processed outside the EU. 
 
Platforms: 

https://www.strato.de/


Instagram 

Meta Platforms Ireland Limited 
https://privacycenter.instagram.com/policy/ 
Transfer basis: Data Privacy Framework 
LinkedIn 

LinkedIn Ireland Unlimited Company 
Joint controller agreement for Page Insights 
https://www.linkedin.com/legal/privacy-policy 
Transfer basis: DPF + SCCs 
Users can assert their rights directly with the platform providers. 

 
Amendments 
We regularly update this Privacy Policy to reflect changes in processing activities. 

 
Definitions (Key Terms) 
Personal Data 
Any information relating to an identified or identifiable natural person. 
Processing 
Any operation performed on personal data (collection, storage, transfer, deletion, 
etc.). 
Master Data 

Identification data such as name, address, contact details. 
Membership Data 

Data relating to members (e.g., membership number, contributions, event 
participation). 
Usage Data 
Data on user interaction with digital services. 
Log Data 
System event records (IP addresses, timestamps). 
Contract Data 
Data concerning contractual agreements and terms. 
Payment Data 
Bank details, transaction data. 
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